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Abstract: In order to solve the problem that the traditional key exchange protocol, which was not flexible enough and
flawed in security, cannot provide the function of three-party key negotiation,firstly, a simple and flexible three-party key
exchange scheme that can resist man-in-the-middle attacks was proposed with the help of secret matrix eigenvalues.
However, the validity of key exchange cannot be verified by the scheme, and counterfeiting by middlemen can’t be pre-
vented. Then based on it, the secret matrix was reconstructed, where the matrix order was a large even number, and all the
eigenvalues appeared in pairs, similar to the diagonal matrix. Based on the special secret matrix, the verification part
which can be used to verify the legitimacy of the communication party was introduced to the scheme, and the verifiable
three-party key exchange protocol based on the eigenvalue was given. The protocol not only solved the problem of
three-party key exchange, but also verified identity legitimacy. It is proved that it’s feasible to design a three-party key
exchange protocol by the eigenvalue. The final protocol is both secure and efficient.

Key words: key exchange, three party, eigenvalue, man-in-the-middle attack, matrix

WimEE: 2019-06-12; fEEIHHA: 2019-10-10

EEWME: HERNEEEARIIESEIIE (No.CAAC-ITRB-201705) ; {5 B M4 %4 A 23 B s i = oL 4 %
I H (No.C17608) ;R m i AR 55 24 5 H - (No.328201902)

Foundation Items: China Civil Aviation Information Technology Research Base Funded Project (No.CAAC-ITRB-201705), The
Opening Project of Key Lab of Information Network Security of Ministry of Public Security (No.C17608), Fundamental Research
Funds for the Central Universities (N0.328201902)

2019233-1



+ 150 « ST =S

40 %

1 5l

ARSI SOE F B R B . AT
Hephp s, AT AT LA A TF AN 2 A RS
TP A — AN FL R I e 1l B 5, CASIC IR % ek FR i
(R ERENE o B A B P AT A5 T )2 R S B .
Ho W TCP/IP 11, IPSec %2 A Wpis A ik BRIAE MY
BEAAE e (IKE, Internet key exchange) i3 il 7
RV e e 16 NIV R iR Lo Wl & AV 23 ORI 1)
MR, E Web ¢4y, BPufIff BAL N AR
SKIIRE MRy, WA T LLDH (Diffie-Hellman)
WA BRI I, R AR )R
(SSL, secure sockets layer) {175 %,

He T =5 AN UE % 8 A8 # ( 3PAKE,
three-party password authenticated key exchange) fGiF
Az fEiE B2 AP e %,
WIERSS S 0T B Sr 2 i, DAORGP 3L m 26
5P DB, O 2 ROR LR T3t = 34
A, AT IRIE B = SR s,
ST = S He il o =y e R R (1
SRS e VR 10 4 18 = O s A e bl i
S o BVFZ TR I I MO WA AEANR] ) 22 4B
B, 1 Yoon ZEPHE N, Wang SRR LS 520
BSOS Zhao ZEUREW], {3 J#E Chebyshev
TRV AL SR PR B A4 IR BN ) S R A BB P2 T % )

il Bt o ARz SRR R B 35 i R SE 1K) 3PAKE
P PR B A A TR . RS (R o

BRI, ASSCEETHFAEE 75, W T — A
T AT SR =T B AT IR L, T4 R B R
MK ZH . 54 DH Bl LA & 3 DA AR 1)
=R L R, AS ST
WERA RUFM etk I Hesh TR TR
TEARL (R B8 T 22 T 22 4 85 B A 4 Wi LI 3 17 V2 R B
Ly

2 ZHEEAIRINN

2.1 DH ZRAIRMIL

DH %A #0171 SR AT 1976 4R 4E A3 24 5
% (New directions in cryptography) "I, i@
fEXUJT Alice A1 Bob 145G — M KZEE n M g,
Hrh g A n WARETC. n F1 g AJErba ), Rifh
AT AFEA 22 e A b 34T th i, S e — 4]
PR AR n Fl g BIEBON 2P B RO .

jlll

S on (OB, 0 BAUE A KERL H ”2‘1 B

TN FE KSR RGN 22T 5 n KB
FFIRERI A . g BRI ZEL HT
b n ARJETE g #OT LIRSS, (H g 20 RE™ /1
— A KB n (1 FIELL T

DH #YIA Mt FE, Alice IR X, »
HATFNY, , Y, =g"* modg . Bob IEFEMHIN
Xg» WHATFNY,, Yy=g"®*modg. Alice {!Y,
RiL%T Bob, Bob {8 Y; Kik4h Alice. fi)m, Alice
1 Bob WA H 23 15 % 910

K =Y, 2=y, o =¥+ mod g

DH 5 FHAZ 40 25 TON K ) R Sy IR HE ) i
S 4 MR B P VRS, WT AR FHE T (140
LEAGTR
2.2 ANAERYE AR IY

S DH B P e Up UG VAR ) N2
io HE TG (K BEAE T, JAE X005 Alice AT Bob
#E R H DH Skt r &5, AR5 20 i
UFIR 3 Ko M K BEATIEAS o A] AN AETILAS XUT 2
(AL AE L, IXFE,  TAE X7 AR AN AN 3 18] it
TIfE N,

h T ARG TN BC R RS, R R V22 AT AR
3 AT e MY, L B i 2 Bl MITI
(Matsumoto, Takashima, Imai) 2 £/} 75 Fll STS (station
to station) BT MTI 25 Hh R IR 7E 2 4504
S AR A R R A ek 1 B B AR R 3
2], STS #BIPh R e DH B4 Hh i i) = 2038
HARK, FVHERTT Z IS AN Y], I
FHESEARAUERAN B 2 7R BFFHINIE . STS 2 AHAZ #e by
BT UR SRS ) ANt AR, A A5 007 AT B
A P2 b S E R P ) DUV SE 2 4

MTI B A ICARPE SN, ANREVEA T2
PEA, Pk, HHBEH T B stb. STS %
A F] T 3 Mok A B ek (R 1 55 b i) e e
HRAFENEY] o 3X 2 P ERAEAE 8 I Ao
3 ETHEEMN=ARE2EATIHMIBIYL
3.1 HFEEET

FEAEAEE XL .

EX A Ve AL n RERE, E AR,
WIREL A H n YEAEF 5 ) i xe AT (DR, B4,

2019233-2



%12 W

SRHERIAS B T RAAEE I W S0 E =) 22 i A e L <151

IXFEMEL A B HIRE A (RFAEAE, AEZE )& x FR R
A TR TRAEAR A (RFAE T 2
Ax=Ax (1)
KA E L
(A—AE)x=0 )

K (2)2 n ANAREEL n AN TTREIFHR G ETT R
3.2 =ZHEARBRIMY

AT T A PR AR AT 1, A =TT
AR G SER A A e S il . HAR
TR .

BERHALHKI =772 4 Alice. Bob 1 Carol.
TEFE—NBEE n I HERE A B A TIRFIEE A (1<<i<n)
FrxS N IREE R B p,(1<i<<n). HADERAH
wnr

Stepl JHJ Alice BHALIEFE A [ —AMRFAE ) 2
p,» Hhi<a<n, ¥ p, 4 Bob il Carol.

Step2  JIJ" Bob BEBLELFE A4 [ AMRFIE ] &
pys Hhisb<n, ¥ p, &4 Alice fl Carol.

Step3 )" Carol BEALIEFE A (1) —AMRFAE [n) &
p.» Hhl<c<n, ¥ p 14 Alice Hl Bob.

Stepd ]/ Alice.Bob. Carol 5 (1)H p, -
Po~ P WE 2, 2 A AR STEEH A, + 4, + 4. o

DO R R A B 1137) N7 PR S I R G eI W 1
WHRRE A, WO ICR D IE 23 T B AT E I v R
ANt

U2 LAIER, WA e %6t ¢, H C 248
MR A KPR E p, A<i<n), B4 C
AT LU AR 3 AL ) & 5300 IR ZS Allices
Bob fl Carol. iXFf Alice. Bob FlI Carol %54 H]
JUB SR RSB, WK H R
B C Pt In
3.3 AIWIERI = AR ERIML

BEXT PR A, AR 3.2 =TT AL
FRE PR AL () S PR L, AL b, R AR
E AR, TR R (I — P e, Wi
—ANIINT H P S5 UE D) e B AT H 3L

G, WA 2n T EREE I A, AR 2
ik EK.

1) BRI A, (1 <i<n) B8 —EWR, B
n MAFRI A

2) HFE A AHARL T 0T A R

FEFE A LR 5 b 3SR AE R A

R R, B A AR A B
FVE I AN EIREOR 2n BrEb
FFE A, JFB A BREANRAEE A, (1< i <n) TR Y
(K] 2 ML R p, M p, (ISi<n).
Ji A Alice. Bob F Carol. Jj ZIdFENHUIT o
Stepl  Alice i Hl & % 4§ 1L 17 & X
P, = (p,-1 2 ) ,» K% p, % Bob fil Carol,

Step2  Bob il Ml ik #£ FF 4E ) B XS
p, = (P_,-l ,sz) » Ri% p, % Alice Fl Carol.

Step3  Carol Ffi Bl & 5 F 1k 10 & X
P = ( Pis sz) , KRI% p. % Alice F1 Bob.

Stepd FJ/ Alice W2l p, Ml p. 2 )5, &L
ITEVENESUE, BUAIWT p, « p ALE IREAE ) 2
R o Wil e, M () B FEE 4
p, S A, W op, i A, B op HECH A,
WHERE K, =, + Ay + A o

Step5  H /" Bob i F| p, M p. J5, BT E
EERUE, RUAIWT p, « p. B 5 BRFAE ) &2 15
o Wk 5, AR (D B R 4 Hop, T
A, op, it A, top PR A, MRS
TWWHEHK . = A, + 4 + 4, 0

Step6 H /7 Carol W2 p, M1 p, Z )5, HGHE
ITEVENESUE, BUAIWT p, v p, CE REAE ) 2
RO o Sk e, ARSI A AR RE A B
p, S A, W op, i A, B op HECH A,
WHAREN K, =, + A+ A o

4 HEMESH

4.1 FEREMESEEMINE

W5, HT 3.3 WIEHAC MR T 3.2
TR B AR e Bl i A4 32 114, W AT DARRARAL S 1)
HrE N OIS 28], BT AR P B X
[, 0 S0A W] LAHRAE 3.2 5 B ads (1) v ) A )25
LRI, B Ry C Al 3 ANEIE
BAF 7R VA H O 500 7 8 4 1 B X
AR

EIR 1 HEFE A AT BRI R AR
AF n ANEMETC R RHE ] &

i T IEHCE 2n YRR HRE A4 ARLTX fA B,
HHE B 1 AT, A 2n DM RIRHIE M 2. X
RIS A RIS A — 5, Kk A4 (R4

BOEE =

2019233-3



© 152 ST =S

40 %

MEAE (AT 2 ML
5 ) 2 e M A T 0 TS5 6 1
BRI 0. 301377 B 5% P 7 O i ) ek
s G o o B 0
BVEI BT, S IR R RO
BB, BT S AR SR G
42 ZHH=EITE
H T BB AR R A 57T
SR (A BV HHEE A 175 b H
BOTRIET AR Z, | 108 3.3 A 2
e TR 20 VAT A ARUOX A A T, Bk
ARHTEEAT g FILEL SR T ASE 0 T
WIARI, A T 4127 AN,
N, =qlg-1g-2)(g—n+=—2"
(q-n)!
Hoft, g n. BB, T A BT ORI
FEAEN,

N,=N,

en)! g (@2n)
2" (qg-n)! 2"

MK P ARTRERE, A 2 T,

E 2 4 A AV RE, W RESR L
AB = AC 5% BA= CA Wi /&0 24

KAy 5 SR P oyl iR B, DRI LA e 2 2
PA P # PA,P o IXIEWREE AN IR (% 1 — o 5
NEAFI RSB R Ao B[ — P, W
LRI N, AR A, TEEBIRAN,
43 SRMDH

B ¥ Alice. Bob H1 Carol &yl 5 H ),
Wik )y C AT IAG BTN, AT WP B,
HE TR, WHRE 4. RYE 4.2 0%
%ﬁﬁ,ﬂﬂcﬁﬁE%%%%M$%%n

P
A EOIEF A EE T ROEE R, B
TENASFRRFAE [ B rh R 2 AN (P Py ) %
s o R REIEN R 2n, W) C B B3 FOon)
R ) B PRI

n 1

2 -l
4 g K KT n i, C R EAE BEAT A

1 _ 2"(g-n)!
N,(2n-1)  (2m)lq!(2n-1)

1 1 1 1

— <
n'(q !2n—l al g!
2 2

RUAE Y, Bl i S 2% AR, Bl
D IREA /N2 UF- R DL ANTE - e 75 o 3 £ 2k
ATWORIBEARARAR, XA Bodi o s gl g it
FEREAT T IR S DR AR H S, ARME L &9y
(KA SR E .

5 PHLTERELLE:

AR AR ST ) 2 BH A e R I AR G
DH P¥ e TR 10 3 B3 e b i), o =y 2e 4
BN 3 AT e b Y. BT A S AT e
PR SCHEAT b o 4% 208 B AT 0 B A L
L1 PR, Hrh, Type RS, Mutu-Auth

TR h S R AEXUA E I D), Round 37K
PR SCHT 5 ) e 2
#z1 FZETAZ IR LR
ans Type Mutu-Auth Round/#%
1545 1f) DH il X7 w 1
SCRRI6]EY =¥ 2 3
SCHR[ 719 =75 Z 2
SCHR[8THMX =75 Z 2
ARSI =i & 1

MR T AT BUR Y, AR ) =5 A e bl
SCRERUANIE, A 224t R3S AR J5 1,
ASCAERE TR S TS R, e T R —Fe
ALK BTG UE A P H K, R S

FEARSCW R R, ARG 4.2 TIEEE
A 4.3 FRS AR el a0, PR N, T2

M%@ﬁm@},%ﬁéma%x,ﬂu%mmu

()22 4k

TEVH SRR T T, B AT B R UE AR R A )
Z WU () N T AT A 8 . A% 4510 DH %4
AT 4 O T B O K] R AT Vv, A2 MU
NP [0/ SCHER[6] T4 IR T4 IR 5 P AT 4 b 28
FHZ12k SVP (shortest vector problem) [H]#l, j& NP
SR A o SCHER[ 7] B8 P AT el 1k W ok 0,5 B8 A A
NHTIAE 2 H A #e p il (AKC, authenticated key
exchange protocol with key confirmation) %4, I

2019233-4



%12 W

SRNE AT Tl O 22 A TR Y, o3 o o H
H 2 U B i B LKL R R T R . STHR(S]
T 3PAKE HMS IR I AEREHL IS HIAAY T,
BT DH RAEPEB O AN . AT %
5 4.3 AP LTS 2 M R, X R
7 25 T[] A AR )\ Bk Fe 2 (1 3 w220, i
AT B PIAHHEAS BE TR

6 Z=FEAZIRIMILEES]

6.1 HET4FTEMN=FZEHATHDIZES
Wil E =75 Alice. Bob #l Carol. &4 itk

8 0 2
7, PRGEMERE A= 6 2 2 |, aJi5H5E 4
0 0 10

(1 3 MNMFAEAE N 4,=2, A, =8, A, =10, HXWN[K
By AE &K IR A p=(0,1,0) ,  p, =(1,1,0) ,
py =11« BABEAAIT,

Stepl  H /™ Alice FENLIZEFE A [1)—AMRFAE ) &
p,=(0,1,0), K5I AL4: Bob 1 Carol.

Step2  FH /' Bob FEHLIEHE A4 ) AMRHIE ) &
p, =LY, ¥HALZ Alice Fl Carol.

Step3  H )" Carol FHLIEFE A I — ML )
p. =(1,1,0), KHALLS Alice H1 Bob.

Step4 HJ" Alice. Bob #l Carol #BHR# (1),
i p,~ py~ p. WEHAE =2, 2,=10, =8,
AR EY K, =4, + A, + 2,20
6.2 ET4HEEIIER =7 Z A TR 5]

T AR HLBR TR, A Sk HURA R
A 4 YRR, HSE R R o s AN K T
SR o BIAS R B (P Rt v mT LATBL IS S 15 TE R EL AN
REAE )5, P DAL (B H R 2 A B 1) AT

T M 3.3 IR IR MR G 2K, 7EA PR Z,
AR AR R N

40 0 0
3 40 8
A=
0010
300 1
PSSR eI BUNSEN LR S
1000
; 0100
PAP™' = A=
00 4 0
000 4

TRHAT AR e TREAEARL I T30 UE = 7 2 A B A e b il + 153+
0 0 01
1 1 11 - "y N
1 000
1 1 0 1

TR =1, 4, =4, A& AN IR R AR RN
P, =((0,1,1,1)",(0,1,0,)") F1 p, =((0,1,0,0)",(1,1,0,1)") .

Bl{E =J7 M Alice. Bob. Carol, Jy & FfEan T,

1) 7 Alice Bt HL % B KF 4R 0] & X
p,=((0,1,1,)",(0,1,0,D") -

2) ;' Bob B ML & HHF AE 17 &K
p, =((0,1,0,0)",(1,1,0,1)") »

3) /7 Carol B HLIE HRF AE 17 & A
p. =((0,1,0,00",(1,1,0,0") »

4) HIER PAERAS 55 P 7 R IR AIE 1n) 10
Z s BT ARG AR, BD A BTREAE ) A
B o BRI fE, AR UL AR I 4 TS
#A=1, A,=4, A=4. WHEESEEYN

Ky =4, +4, +4.=9

7 HRIE

ARIAEFE TR AL 2 b, E et
R L = SRS B T AR
[ N Ty, (HICTRARAR o T A 3 P A B e ) T
Tl BFRSIX— )R, A SO B AT BRI, JE
TSR I TR R A, X
AT RLHEAT R B AR i =7 B A M %
EEMTIERT, P SCRAT R 2 PR
RIS A ICRECHS AT LA B 8 1) 25 1 3
B 1k AN 2 AL AT R 1 2 A B s, HAAT AR
s, O =2 T s A B s v g T
—FHET T AR .

S K-

[1] ZHANG W, WANG F Y. The GRE over IPsec VPN research and
implementation of combining with the construction scheme of NAT[J].
Journal of Shandong University of Technology, 2017(3): 87-90.

[2] ZAGHAL R, SALAH S, JABALI N. Extending AES with DH
key-exchange to enhance VoIP encryption in mobile networks[C]/
World Conference on Information Systems and Technologies. IEEE,
2018: 435-462.

[3] LI C T, CHEN C L, LEE C C, et al. A novel three-party pass-
word-based authenticated key exchange protocol with user anonymity
based on chaotic maps[J]. Soft Computing, 2017(6):1-12.

[4] FARASH M S, ATTARI M A. An efficient and provably secure

2019233-5



154+

WG

40 %

(3]

three-party password-based authenticated key exchange protocol based
on Chebyshev chaotic maps[J]. Nonlinear Dynamics, 2014, 77(1-2):
399-411.

WANG X, ZHAO J. An improved key agreement protocol based on

IEICE Trans Fundamental, 1986, 69(2): 224-231.

[17] ZHANG L, WU Q, DOMINGO-FERRER J, et al. Round-efficient and

sender-unrestricted dynamic group key agreement protocol for secure

group communications[J]. IEEE Transactions on Information Foren-

chaos[J]. Communications in Nonlinear Science and Numerical Simu-
lation, 2010, 15(12):4052-4057.

[6] M, B, XISCoF. BT =05 1A A IE B IR WM ).
BT 545 E 2R, 2013, 35(6): 1376-1381.

YEM, HU X X, LIU W F. Password authenticated key exchange pro-
tocol in the three party setting based on lattices[J]. Journal of Elec-
tronics and Information Technology,2013, 35(6): 1376-1381.

[7]  EJCre. = EB AR HEMIUD]. Life: _Lifsgi@ A, 2010.
WANG Y Y. Research on three-party authenticated key exchange pro-
tocol [D]. Shanghai: Shanghai Jiao Tong University, 2010.

[8] ARIZHE. LT 14 1) = J7 AIE B S e W T SE [D]. B e th AR
%%,2014.

LIN Y H. Research on three-party authentication key exchange proto-

sics & Security, 2017, 10(11):2352-2364.
[18] LENZ J, MUBAYI D. Eigenvalues of non-regular linear quasirandom
hypergraphs[J]. Discrete Mathematics, 2017, 340(2):145-153.

[HEE &)

SRHER (1979- O , B, BRAARMA,
+, bR AR B, B
T 1) hy A B K HLR

col based on password[D]. Jinan: Shandong University, 2014.
[97 YOON E J, JEON I S. An efficient and secure Diffie-Hellman key

agreement protocol based on Chebyshev chaotic map[J]. Communica-

EiFx (1994- ) , B, WEHs AN,
PE B A5 R AR FT pT Bh B T REN, 2 3
WFFT T 1) g {5 SR SR e AR & FE N

tions in Nonlinear Science and Numerical Simulation, 2011,
16(6):2383-2389.

[10] ZHAO F, GONG P, LI S, et al. Cryptanalysis and improvement of a
three-party key agreement protocol using enhanced Chebyshev poly-
nomials[J]. Nonlinear Dynamics, 2013, 74(1-2):419-427.

[11] LIN T H, LEE T F. Secure verifier-based three-party authentication
schemes without server public keys for data exchange in telecare
medicine information systems[J]. Journal of Medical Systems, 2014,
38(5):30.

[12] LV C, MA M, LI H, et al. An novel three-party authenticated key

FERE (1984 ) , B, wHEmEMA, #
+o, dbRTE RN AU, R
i) A ARG S FL N H

exchange protocol using one-time key[J]. Journal of Network and
Computer Applications, 2013, 36(1):498-503.

[13] DIFFIE W, HELLMAN M. New directions in cryptography[J]. IEEE
Transactions on Information Theory, 1976, 22(6):644-654.

[14] KODALI R K, NAIKOTI A. ECDH based security model for IoT

using ESP8266[C]//International Conference on Control, Instrumenta-
tion, Communication and Computational Technologies. IEEE,
2017:629-633.

[15] DING J, ALSAYIGH S, LANCRENON J, et al. Provably secure

FRiEsk (1968 ) , Y5, WWAGHEAN, f
doy JE U PR AR BT G G R R
Jilt, SEEEWFTOTT ) A A AR o
password authenticated key exchange based on RLWE for the
post-quantum world[C]//Cryptographers’ Track at the RSA Conference.
Springer International Publishing, 2017:183-204.
[16] MATSUMOTO T. On seeking smart public-key distribution systems[J].

2019233-6



	15-190328- sU.pdf

